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TRUONG THCS HAU GIANG Doc lap — Ty do — Hanh phic
S6: 93/QD-HG Qudn 6, ngay 23 thdang 10 nim 2024
QUYET PINH

Ban hanh Quy ché dam bao an toan thong tin
trong hoat dfng lng dung cong nghé théng tin ciia truwong THCS Héu Giang
Nam hoc 2024 — 2025

HIEU TRUONG TRUONG THCS HAU GIANG

Can cir thong tw 32/2020/TT-BGDBT ngay 15 thdang 9 néim 2020 cia Bé Gido duc
va Dao tao ban hanh Diéu I¢ truong trung hoc co s trieong, trung hoc pho thong va trirong
trung hoc cé nhiéu cdp hoc;

Cén cir Cong vin s6 4486/GDPT-TTTT ngay 03 thang 12 ndm 2019 cita S¢ Gido
duc va Dao tao Thanh pho Ho Chi Minh vé dam bdo an toan, an ninh cdc hé théng cong
nghé thong tin tai don vi co sé gido duc;,

Céin cir tinh hinh thie té tai don vi,

QUYET PINH:

Didu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam bao an toan théng tin tron
hoat dong img dung céng nghé théng tin nha trudng nim hoc 2024 - 2025 (gdbm 03 chuot
12 diéu).

Diéu 2. Quyét dinh niy c6 higu lyc thi hanh ké tir ngay ky.
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UY BAN NHAN DAN QUAN 6 CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG THCS HAU GIANG Poc 1dp - Tu do - Hanh phiic

QUY CHE
Vé bao diam an toan, an ninh thong tin trong hoat dong rng dung cong nghé thong tin
ctia Trung hoc co s Hiau Giang
(Ban hanh kém theo Quyét dinh sé 93/0P-HG ngay 23/10/2024
Trirong Trung hoc co s¢ Hau Giang)

Chwong I
NHUNG QUY DINH CHUNG

Piéu 1: Pham vi diéu chinh

Quy ché nay quy dinh viéc dam béo an toan thong tin trong hoat dong ing dung céng
ngh¢ thong tin cua Trudng Trung hoc co sé Hau Giang.

Diéu 2: Pbi twong ap dung

Quy ché nay duoc ap dung ddi véi can b, vién chic va nguoi lao dong thudc Truong
Trung hoc co s¢ Hau Giang trong viéc quan ly, khai thac, st dung va dam bdo an toan, an
ninh thong tin cia nha truong phyc vu céng tic chuyén mon.

Piéu 3: Giai thich tir ngi ~\

1. An toan thong tin: bao gbm céc hoat dong quan ly, nghi€p vu va ky thuatdm Vol
hé thdng thong tin nham bao vé, khoi phuc céc hé théng va ndi dung thong tin doi v‘éri--hguy

co tu nhién hodc do con nguoi gy ra. An toan thong tin bao ham céc ndi dung bao’ve va
bdo mit thong tin, an toan dir liéu, an toan may tinh va an toan mang. (\‘ f

2. Heé thong thong tin: 1a mot hé thong bao gdm con ngudi, dit lidu, cac quy trinh va
cong ngh¢ thong tin twong tac véi nhau dé thu thap, xir ly, luu tri va cung cap thong tin
can thiét nham hé tro cho mot hé théng.

3. Tinh toan ven: bao v¢ tinh chinh x4c va tinh ddy du cia théng tin va cac phuong
phap xu ly thong tin.

4. Tinh tin cdy: ddm bao thong tin chi c6 thé dugc truy cap boi nhiing nguoi duge
cap quyén st dung

5. Tinh san sang: dam bao nhitng nguoi duge cap quyén c6 thé truy cap thong tin va
cdc tai nguyén (mang, may chu, tén mién, tai khoan thu dién ti...) ngay khi ¢6 nhu ciu.

6. Nguoi dung: can bo, vién chirc va ngudi lao dong nha trudng st dung mdy tinh,
céc thiét bi dién tir dé xur 1y cong vic.

Chuong I1
TRACH NHIEM QUAN LY, SU DUNG PAM BAO AN TOAN, AN NINH
THONG TIN

Didu 4. Quin 1y thiét bi céng nghé théng tin (CNTT)

1. Thiét bi CNTT dugc trang bi tai bd phan chuyén mon 13 tai san cua Nha nudc,
dugc quan ly, sir dung theo quy dinh ca nha truong va ciia Nha nude. Cac can b, vién
chirc va ngudi lao dong c6 trach nhiém quan 1y trang thiét bi duogc giao.



2. Giao cho Nhén vién Cong nghé théng tin, Van phong nha tr uong lam cong tac
qudn tri mang, tryc tlep quan ly ky thuat va duy tri hoat déng ctia hé thong thong tin cua
nha truong; 14 ddu mdi két ndi mang Internet; kiém tra hién tr ang, dé xuit sta chua hoac
mua méi cdc chung logi thiét bi CNTT phu hop, an toan, bao mat theo quy dinh vé quéan
ly, sir dyng tai san co quan.

Diéu 5. Quan Iy, khai thac, sit dung co s& div lidu va phin mém

1. Van phong nha truong c6 trach nhiém cai dit, quan ly cc phan mém hé thong va
phin mem trng dung trong he thong mang may tinh tai nha trudng; Nghién ciu, dé xuit,
nang cap cong nghé, phin mém theo dinh huéng quan ly nha nuée cta nganh va tuin theo
quy dinh cta Nha nude.

2. Toan thé can b, vién chir, ngudi lao dong c6 trach nhiém phdi hop trong qué
trinh trién khai, khai thac va st dung phin mém.

Piéu 6. leng chéng vi-rit may tinh, bio mat co s& dit liéu va an ninh mang

1. Bao mét s6 lidu: Can b, vién chirc, nguoi lao dfng phai cé trach nhiém bao mat
s6 lidu nghiép vu trén may tinh. Vigc chia s¢ dit liéu trén mang do b phan quén trj mang
thyc hién theo quyét dinh ctia Hiéu tr wéng nha truong.

2. Bao mt truy cép: Cac chuong trinh tng dung, phan chia st dung trén may tinh
phai dugc dit méat khdu, ma khoa bao mat.

3. Bao mét h¢ thong mang va tr uyén tin: Mang va duong truyén duge ap dung cac
ché d6 bao mét can thiét, chéng xam nhap bat hop phép. B phan quén tri mang cé trach
nhiém thuong xuyén theo dai, kiém tra phat hién kip thoi cac hoat ddng xAm nhap va co
bién phap xt 1y kip thoi.

4. An toan trong st dung: Khi khong lam viéc véi may vi tinh trong thoi gian dai,
can b, vién chire, nguoi lao dong trong nha truong phai tit may tinh hodc dit ché d6 bao
v¢ dé dam bao an toan cho dit lidu ctia ca nhan.

5. Phong, chdng virus: Can bg, vién chirc, ngudi lao dong trong nha trudng co trach
nhiém tudn thi cic bién phap phong va chdng virus cho may tinh, dam bdo an toan dir liéu
thudc ca nhan quén ly. Moi dit li¢u tir cac thiét bj luu trit bén ngoai déu phai duoc quét,
diét virus moi khi dua vao may. Nhiing may tinh phat hién c6 vi-rat phai duoc tach khoi
mang vé mit vat ly dé tranh tinh trang lay nhiém sang cdc may tinh khac. Khong truy cép
vao cac link lién ket khong 16 rang; khong click vao cac link, tai vé cac file tai ligu tir cac
dia chi thu khéng nim 15 thong tin, dia chi ngudi giri. Cai dit phdn mém phong va chong
virus cho may tinh, dam bdo an toan dir liéu cta don vi.

Diéu 7. Pam bao an toan mdy chii cdc thiét bj di ddng va co ché sao lwu, phyuc
hoi

1. Kiém sodt chdt ch€ viéc cai dit cic phin mém méi 1én may chu va cac thiét bi di
dong. Cac phan mem dugc cai dat trén may cha va cac thiét bi di dong (bao gbm hé didu
hanh, cdc phian mém (g dung vin phong, phin mém phuc vu céng viéc, tién ich khac)
phai duge thudng xuyén theo doi, cép nhat ban véa 16i bao mat cua nha phat trién, lya chon
cai dit cac phan mém chdng, diét virus, ma ddc va thuong xuyén cip nhét phién ban méi,
dat lich quét virus theo dinh ky.

2. Co ché sao luu, phuc héi may chu:
Can bd, vién chtrc va nguoi lao dng phai sao luu dinh ky co so dit lidu va cac dir



liéu quan trong khac (bao gdm dit lidu phat sinh trong qua trinh van hanh cac phan mém
ung dung nhu: céc tap tin vin ban, hinh anh,..). Sau khi sao luu, Toiétd ban sao luu bang
thiét bi luu triv ngoai theo quy dinh luu trir hién hanh nham phuc vu cho viée phuc héi,
khéc phuc hé théng kip thoi khi ¢6 su ¢é X4y ra.

Diéu 8. Dam bdo an toan hé thong mang may tinh, két noi Internet
. Quan Iy h¢ thong mang ndi bo: Mang noi by cua nha truong phai dugce t6 chirc
theo mé hinh Clients/Server; mang noi bo khi két ndi voi mang Internet phai thong qua
thiét bi tuong ltra kiém soat, c6 phén chia h¢ théng mang ndi bg thanh cac ving mang theo
pham vi truy cap, vo hiéu hoa tat ca cac dich vy khong su dung tai tirg ving mang, thyc
hién nguyén tic chi mé cic dich vu can thiét khi co yéu cau.

2. Quan ly hé théng mang khoéng day (wifi): Khi thiét 14p mang khong day co két
ndi vao mang nodi bo phai thiét lap cac théng sb can thiét nhu dinh danh, mat mi, ma héa
dir ligu, cé thay d6i mat ma dinh ky.

3. Quan ly truy cap tlr xa vao mang ndi bo: Déi voi vige truy cdp tir xa vao mang ndi
bo phai dugc theo ddi, quan 1y chit ché, nhét 14 truy cap co su dung chirc ndng quan tri,
phai thiét 1ap mat ma dd an toan cao, thuong xuyén thay d6i mat ma, han ché truy cép tu
Xa vao mang ndi bo tir cac diém truy cép Internet cong cong.

Diéu 9. Pam bio an toan truy cip, ding nhip hé thong thong tin

1. Nguoi dung chi dugc truy cap céac thong tin phi hgp véi chie nang, trach nhi¢m,
quyén han ctia minh va c6 trach nhi¢m bao mat tai khoan truy cip dugc cap.

2. Mat ma dang nhap, truy cép hé théng thong tin L phai co d§ phirc tap cao (co d6 dal\
téi thiéu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu s6 hodc ky tu dic biét nhu ! , @, #Fn 5 jl
$Y505): /

Diéu 10. Pam bdo an toan thong tin, dit lidu /

Thoéng tin, dir liéu khi dugc luu trlt, khai thac, trao ddi phai dugc dam bao tmh
todn ven, tinh tin cy, tinh sin sang. Thong tin, dit ligu quan trong khi dugc luu triY, trao
d6i phai ap dung k¥ thuat ma hoa, thiét 1ap mat ma, ang dyung chit ky s va phai ¢ co ché
luu trir dy phong.

2. Trong trao doi théng tin, di liéu phuc vu cdng viée, co quan, can b, vién chirc
va nguoi lao dong phai st dung hé thong thdng tin chung cua nha trudong quy dinh. Han
ché viée sur dung cac phuong tién trao ddi thong tin dir lidu, hé théng thu dién to cong
cong, mang xa hoi trén Internet trong hoat dong ctia nha trudong.

Diéu 11. Nhiing diéu khong dwgce lam

1. Khong duoc loi dung viée sit dung Internet nham muc dich: Chong lai nha nudc
Cong hoa xa hdi chu nghia Viét Nam, gdy phwong hai dén an ninh qudc gia, trat ty an toan
x4 héi; kich dong bao luc, doi tr uy, t€é nan x& hdi, mé tin di doan; pha hoai thuin phong m¥y
tuc cua dan tdc. ‘

2. Khéng duge tiét 16 bi mat nha nudc va cac bi mat khac da duogc phap luat quy
dinh.

3. Khéng dugce tham g1a ddng tai nhitng thong tin chua xac minh, sai [éch va nhitng
ndi dung lién quan dén don vi khi chua duogc sy chip thuan cta Hiéu truong.

4. Khéng dugc choi céc tro choi tryc tuyén (game online) hodc céac tro choi khac
trén Internet trong gio lam viéc.
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5. Khoéng duoc truy cép hodc tdi cac trang website c6 noi dung ddi truy, phan dong,
cdc chuong trinh khong 18 ngudn gée, cac thong tin quang c4o hip dan.

6. Khong st dyng thong tin cia don vi sai myc dich, khéng cung cip thong tin don
vi (thdng tin hoc sinh, nhén sy, dir liéu hinh anh camera, ...) cho di tuong, don vi khac.

7. Khi sir dung h¢ théng thu dién tir (Email) khéng duoc kich chuét vio bat et thu
dién tir, t&p dinh kém, dudng link, thu rac, thu quang cdo nao khong 16 ngudn gbc va khéng
xac dinh dugc ngudi gui.

. Chuwong III
TO CHUC THUC HIEN

Diéu 12. Diéu khoan thi hanh

1. Cac can b, vién chirc va nguoi lao dong nha trudng co trach nhiém thuc hién
nghiém tic Quy ché nay.

2. Moi hanh vi vi pham céc diéu khoan trong Quy ché, tuy theo tinh chit, mirc d¢ s@
bi xtr ly ky luét, xtr phat vi pham hanh chinh, bdi thudng vat chat, khic phuc héu qua hoic
truy ctru trach nhiém hinh sy theo quy dinh ctia phéap luat hién hanh.

3. Trong qua trinh thyc hign, néu c6 Van dé phét sinh hozic kho khin, vudng mic cin
phan anh kip thoi vé Vin phong nha truong tong hop béo cdo Higu trudng, thong qua Hoi
dong truong xem xét quyét dinh diéu chinh, b sung cho phu hop./.



