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1. Thong tin cac chién dich tin cong

Trung tdm Giam sat an toan khong gian mang qubc gia, Cuc An toan

thong tin ghi nhan thong tin lién quan chién dich tin cong c6 chu dich cia nhém
APT Earth Estries. Nhom Earth Estries thuc hién cac chién dich tin cong tinh vi
bang cach khai thac 16 hong trén cac hé thong nhu Microsoft Exchange va cong

cu quan ly adapter mang. Nhom st dung cdc ma doc nhu Cobalt Strike,

Crowdoor, Zingdoor, va SnappyBee dé lay lan, duy tri két ndi, thu thap dir liéu

va che gidu luu luong mang théng qua proxy nodi bo, dong thoi lién tuc cap nhat

cong cu dé né tranh phat hién. Cac dir liéu danh cip duoc trich xuat ti cac dich

vu chia sé file an danh hodc may chu C&C.

Ngoai cac ma doc ké trén, hé thong muc ti€u con chira ma doc

Cryptmerlin ¢6 chirc nang thyc thi Iénh gui téi tor may chu C&C va FuxosDoor

ma doc cai vao IIS trén may chu Exchange, thuc thi 1énh sir dung cmd.exe.

Cdc don vi ¢6 thé tdi xuong cdc ma I0C tai: https://alert.khonggianmang.vn/

Mot so IoC lién quan deén cac tan cong gan day:
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2. Tai liéu tham khao

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries-persistent-ttps-in-prolonged-cyber-o0.html
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